Southern Methodist University

Policy and Procedure for the Protection of NorPublic Personal Information
and for Compliance with the Gramm-Leach-Bliley Act (GLBA)

BACKGROUND

GLBA is another name for the Financial Services Modernization Act of 1999 which regulates the
disclosure of non-



For purposes of this program, covered data and nonpublic information includes, but is not limited
to, bank and credit card information, inoem@nd credit histories and tax information, in both

paper and electronic format, received directly or indirectly in the course of business by SMU. In
addition to nonpublic financial information, data such as names, addresses, phone numbers,
credit card nurbers, social security numbers and credit histories are covered under GLBA.

Customer information is any record containing nonpublic personal information about a customer
obtained in connection with offering a “financial product or service”. This includes paper,
electronic or other form that is handled or maintained by or on behalf of the financial institutions
or its affiliates. Examples include:

Social Security Numbers

Bank Account Numbers

Credit Card Account numbers

Date and/or location of birth

Account balances; payment histories; credit ratings, income histories
Drivers License Information

NookrwhE






o0 Promptly dispose of outdated customer information within record retention
policies

Technical Safequards

This is generally the responsibility of central IT personnel or departmental computing staff.
Departments, however, should be knowledgeable about how their electronic customer
information is safeguarded. If additional contrate warranted, departments should work with

IT to improve safeguards. Departments are also responsible for alerting IT to the existence of
customer information networks. Examples of technical safeguards include:

Storing electronic customer information a secure server that is accessible only with
a password, or has other security protections, and is kept in a physically secure area.
Avoiding storage of customer information on machines with an Internet connection
Maintaining secure backup media and securing archived data

Using antivirus software that updates automatically

Obtaining and installing patches that resolve software vulnerabilities

Following written contingency plans to address breaches of safeguards

Maintaining upto-date firewalls particularly if the institution uses broadband Internet
access or allows staff to connect to the network from home

Providing central management of security tools and keeping employees informed of
security risks breaches

If credit card information or other sensitifieancial data is collected, use a secure
connection so that the information is encrypted in transit.

If information is collected directly from consumers, make secure transmission
automatic. Caution consumers against transmitting sensitive data, likenacco
numbers, via electronic mail.

If you must transmit sensitive data by electronic mail, encryption is necessary.

Effective security management includes the prevention, detection and response to attacks,
intrusions and other system failures, includiregpstmentioned above and the following:

Backing up data regularly and storing bagkinformation offsite

Imaging documents

Shredding paper copies after imaging

Other reasonable measure to protect the integrity and safety of information systems

SUMMARIZATION OF DEPARTMENT AND SCHOOL RESPONSIBILITIES

The responsibilities of all departments and schools are the following:

Designate a key contact to work with the Security Program Coordinator on all GLBA
matters



Ensure that the key contact carries out periodic risk assessments and monitors the
identified risks

Adhere to policies, standards and guidelines for the safeguarding of private data, and
ensure the employees with access to covered data do the same

Ensure that new employees are made aware of the GLBA and its safeguarding
requirements

Ensure that companies that have access to University customers’ nonpublic personal
information on behalf of the University comply wit hthe privacy and safeguards
requirements of GLBA.

Review with the Budgets ardformation Technology Services department changes

to or any new software, networks or electronic service providers that include access
or processing nonpublic personal information protected by GLBA to ensure that the
technology in place includes appropei@afeguards.



